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SECTION 1: LETTER OF INVITATION

Invitation Date: February 4, 2026
THIS PROCUREMENT IS CONDUCTED ON GHANEPS


The Managing Partner/Lead Consultant


Dear Sir/Madam,

LETTER OF INVITATION

REQUEST FOR PROPOSAL – CONSULTANCY SERVICES FOR CYBERSECURITY STRATEGY DEVELOPMENT, VULNERABILITY ASSESSMENT, PENETRATION TESTING, AND IMPLEMENTATION ROADMAP FOR GHANA RE 

CONTRACT IDENTIFICATION NO.: GR/GRPLC/CS/0001/2026

[bookmark: _Hlk219195335]1.0 	Background

Ghana Reinsurance PLC (Ghana Re) is a wholly state-owned leading reinsurance company with regional branch offices in Cameroon & Morocco. It also has a subsidiary in Kenya.
Ghana Re’s core functions include the following:
a.	Reinsurance of any class of business including life insurance business, both within and outside Ghana. 
[bookmark: _Toc450217132][bookmark: _Toc452974940]b.	Accept on reinsurance any part of any undertaking by any other insurer being risks that the company has power to reinsure against and to retrocede any part of such risk.
c.	Contribute towards the growth and development of clients’ expertise in insurance and related fields.

Ghana Reinsurance PLC seeks to enhance its cybersecurity posture across its Head Office in Ghana, two branch offices in Cameroon and Morocco, and its subsidiary in Kenya. The assignment aims to ensure compliance with international standards, regulatory requirements, and best practices for cybersecurity governance, risk management, and resilience.

2.0 	The objectives of the Cybersecurity Strategy shall include:

a.	Develop a comprehensive Cybersecurity Strategy aligned with ISO/IEC 27001, NIST CSF, CIS Controls, and regulatory standards (Cyber Security Authority, National Insurance Commission).
b.	Conduct internal and external vulnerability assessments and penetration testing to identify and prioritize risks.
c.	Provide a Cybersecurity Implementation Roadmap with actionable steps for short, medium, and long-term execution.
d.	Recommend governance structures, security architecture, and policy frameworks.
e.	Ensure compliance with Ghana Data Protection Act, GDPR, and other applicable regulations.
f.	Implement recommendations in line with the strategy and roadmap.

3.0 	The Scope of the assignment includes but not limited to – 

a.	Review existing IT infrastructure, policies, and controls.
b.	Conduct interviews with key stakeholders (IT, Risk, Legal, Management, etc…).
c.	Perform vulnerability assessments and penetration tests on internal and external systems.
d.	Draft and validate a cybersecurity strategy document.
e.	Recommend governance structures, security architecture, and policy frameworks.
f.	Develop a roadmap for implementation.
g.	Present findings and recommendations to Management and the Board.
h.	Provide detailed specifications and costs for any required hardware and software as part of the implementation roadmap to ensure alignment with the proposed cybersecurity strategy.
i.	Institute the strategy through implementation of recommendations.

4.0 	Resources or Data to be provided by Employer will include:

[bookmark: _Hlk167785468]Ghana Re will provide the cybersecurity team access to all relevant stakeholders, existing policy documents, necessary IT infrastructure information and support for scheduling interviews and assessments for carrying out their work within the stipulated timelines. 

5.0	Review of Governance and Regulatory Frameworks

a.	Evaluate compliance with: 
i.	Ghana Data Protection Act.
ii. GDPR and other international data privacy laws.
iii. ISO/IEC 27001, NIST CSF, CIS Controls.
b. 	Assess alignment with enterprise risk management and business continuity plans.

6.0 	Methodology

Tenderers must describe:

a.	Approach to cybersecurity strategy development.
b.	Assessment tools and techniques.
c.	Frameworks and standards referenced (NIST CSF, ISO 27001, OWASP).
e.	Risk rating model for vulnerabilities.
f.	Data confidentiality and protection practices.
g.	Stakeholder engagement strategy.

7.0 	Draft the Cybersecurity Strategy

The strategy must include:

a.	Threat landscape and risk profile.
b.	Strategic objectives and guiding principles.
c.	Governance structure (roles, responsibilities, escalation paths).
d.	Recommended technologies and security architecture.
e.	Outline hardware and software requirements, including specifications for technologies necessary to implement the recommended security architecture and associated costs.
f.	Incident response and disaster recovery alignment.
g.	Policy framework recommendations (acceptable use, access control).
h.	Implementation roadmap with cost estimates and timelines.

8.0 	Cybersecurity Duration

The cybersecurity assignment shall be completed within 24 weeks from the date of award of contract or commencement of the assignment. Interim reports will be required from time to time on the deliverables.

9.0 	Expected Deliverables

a.	Inception Report: Methodology, work plan, timelines.
b.	Cybersecurity Strategy Document: Strategy, roadmap, policies, SOPs.
c.	Vulnerability & Penetration Test Report: Technical and executive summary.
d.	Remediation Plan: Prioritized actions with timelines.
e.	Hardware and software specification and costs recommendations as part of the implementation roadmap.
f.	Final Presentation & Handover: Comprehensive briefing and documentation.

10.0	Geographic Coverage

The assignment covers:

a.	Head Office in Ghana.
b.	Two branch offices in Cameroon and Morocco (reporting to Head Office in
   	Ghana).
c.	Subsidiary in Kenya.

11.0 	Validation and Finalization

a.	Present draft strategy to Management and Board.
b.	Incorporate feedback and finalize the strategy.
c.	Deliver a comprehensive report and roadmap.

12.0 	Confidentiality and Ethics
a.	Consultants must carry out their work with integrity and comply with all applicable laws, rules, regulations and professional standards governing their practice.
b.	All information obtained during the assignment is confidential and cannot be disclosed to any third party without the express consent of Ghana Reinsurance PLC, unless such disclosure is required by the laws of Ghana.
c.	NDAs will be signed before commencement.
d.	Data must not be stored or processed outside Ghana Re’s jurisdiction without prior approval.

13.0 	Additional Best Practice Elements

a.	Training & Awareness: Recommendations for staff cybersecurity training.
b.	Performance Metrics: KPIs for measuring cybersecurity maturity.
c.	Post-Engagement Support: Advisory support for 3–6 months post-delivery.
d.	Quality Assurance: Internal QA and client validation of deliverables.
e.	Ethical Hacking Standards: Penetration testing aligned with OWASP and PTES (licensed vulnerability assessment and penetration testing tools ONLY).
f.	Reporting Format: Executive summary, technical details, actionable recommendations.
g.	Executive (High Level) report to Senior Management and the Board in relation to the Business.
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14.0 	TECHNICAL PROPOSALS

Your technical proposal must state in detail your methodology in responding to the deliverables above and the scope of services.

In particular, your technical proposal should address your approach to the assignment, organization and staffing, time scheduling/programme of the assignment/works vis-à-vis the deliverables and any other comments or suggestions.

The Technical Proposals shall not include any information on your proposed fees and charges, and shall be submitted online SEPARATELY (from the financial proposals) and clearly titled “TECHNICAL PROPOSALS – CONSULTANCY SERVICES FOR CYBERSECURITY STRATEGY DEVELOPMENT, VULNERABILITY ASSESSMENT, PENETRATION TESTING, AND IMPLEMENTATION ROADMAP”.

Tenderers are requested to submit/attach copies of the under listed documents:

i. Business Registration Certificate & Certificate to Commence Business
ii. VAT Certificate
iii. Valid Social Security Clearance Certificate
iv. Valid Tax Clearance Certificate          
v. Valid Public Procurement Authority Registration Certificate
vi. Tender Security
vii. Evidence of similar assignments undertaken within the last/past 5 years (minimum of 3 works) – See Appendix 2
viii. REFER TO APPENDIX 1 FOR ADDITIONAL DOCUMENTS TO BE SUBMITTED/ATTACHED        

Failure to do so may render a Proposal/Tender unresponsive.

15.0 	FINANCIAL PROPOSALS 

The Financial Proposals shall detail your fees/charges relative to the various components of your services in Ghana cedis. 

The proposals should also specify the expected timing and terms of payment. The proposals should be clearly titled “FINANCIAL PROPOSALS – CONSULTANCY SERVICES FOR CYBERSECURITY STRATEGY DEVELOPMENT, VULNERABILITY ASSESSMENT, PENETRATION TESTING, AND IMPLEMENTATION ROADMAP ” (NOT TO BE OPENED WITH TECHNICAL PROPOSALS)” and submitted online.

16.0 	FEE SCHEDULE

Tenderers are required to set out the payment terms for their consultancy fee chargeable. All payments shall be in Ghana cedi and consultancy fees quoted SHALL be deemed to include all taxes relevant to the consultancy services.

17.0 	EVALUATION CRITERIA

Kindly refer to Appendix 1 for both the Technical and Financial Evaluation Criteria.
								        	
The minimum qualifying technical score for a proposal to proceed to Financial Evaluation shall be seventy (70) points. 

Tenderers will be duly notified as to whether or not they meet the minimum qualifying score. The Financial Proposals of those who do not meet the minimum qualifying score shall/cannot not be opened, while those meeting the mark shall be opened (online).

18.0 	Ranking of Proposals

Proposals will be ranked according to the combined Technical and Financial scores using a weight of eighty (80) for the Technical score and twenty (20) for the Financial score.

The firm/consultant achieving the highest combined technical and financial score will be adjudged the winner and invited for negotiations at the Head Office of Ghana Re, No. 6 Cedi Drive, Ambassadorial Enclave, Ridge, Accra.

19.0 	Negotiations

Negotiations will include a discussion on the Technical Proposal, the proposed work plan/methodology and any suggestions made by Tenderers to improve the brief and the description of services. Negotiations will also include a discussion of the proposed timing and terms of payment. The Employer and successful Tenderer will then work out a final brief, logistics and reporting as well as timing and terms of payment. 

The final brief and agreed work plan will be incorporated in the “Description of Services” and form part of the contract. Special attention will be paid to clearly defining any inputs required from the Employer to ensure satisfactory execution of the project.

If negotiations fail, the Employer will invite the Tenderer whose proposal received the second highest combined score to negotiate a contract in that order.  

After negotiations are completed, the Employer will promptly notify other tenderers that they were unsuccessful.

Interested eligible Tenderers may obtain further information from the address below and inspect the Tender documents at the said address from 9.00 a.m. to 3.00 p.m. on workdays.

A complete set of Tender documents in English may be purchased by interested
Tenderers
 upon payment of a non-refundable fee of GH¢200.00 via GHANEPS.

Tenders must be signed and submitted online on or before 10:00 a.m. on March 5, 2026. Tenders will be opened online after 10:30 a.m. on March 5, 2026 or soon thereafter.

All Proposals must be 
accompanied by a Tender Security of at least GH¢10,000.00. 

The  Tender Security shall be from either a reputable insurance company licensed by
The National Insurance Commission of Ghana or from a reputable bank licensed by
the Bank of Ghana. The Tender Security shall be valid for 28 days beyond the period
of validity of the Proposal/Tender. A sample of the Tender Security to be adopted is
attached.

[bookmark: _Hlk162271876]     Additionally, Tenderers shall also submit hardcopy of their tender to the address below on or before 10:00 a.m. on March 4, 2026. Non submission of an online tender shall render the hardcopy tender voidable. However, tenders submitted online shall prevail where there is a discrepancy/conflict between the online and hardcopy tender/documents.

Tenders to be addressed to:
The Managing Director
Ghana Reinsurance PLC
No. 6 Cedi Drive
Ambassadorial Enclave, Ridge, Accra
P. O. Box AN 7509
Accra-North
Tel:	0302 – 633733
Fax:	0302 – 633711
E-mail:info@ghanare.com


Yours faithfully,

Thank you.




ALEX N. M. EZAAH (MR.)
HEAD, ADMINISTRATION

Cc:	Managing Director, Ghana Re
[bookmark: _Toc397501849][bookmark: _Toc55098383]	Deputy Managing Director, Fin. & Admin., Ghana Re


Section 2: Information to Consultants

	1.	Introduction
	1.1	The Employer named in the Data Sheet will select a Consultant among those listed in the Letter of Invitation, in accordance with the method of selection specified in the Data Sheet and detailed in the edition of the Guidelines indicated in the Data Sheet.

1.2	The Consultants are invited to submit a Technical Proposal and a Financial Proposal, or a Technical Proposal only, as specified in the Data Sheet for consulting services required for the assignment named in the Data Sheet.  The proposal will be the basis for contract negotiations and ultimately for a signed contract with the Selected Consultant.

1.3	The assignment shall be implemented in accordance with the phasing indicated in the Data Sheet.  When the assignment includes several phases, the performance of the Consultant under each phase must be to the Employer's satisfaction before work begins on the next phase.

1.4	The Consultants must familiarize themselves with local conditions and take them into account in preparing their proposals.  To obtain firsthand information on the assignment and on the local conditions, Consultants are encouraged to visit the Employer before submitting a proposal and to attend a pre-proposal conference if one is specified in the Data Sheet. Attending the pre-proposal conference is optional.  The Consultants’ representative should contact the officials named in the Data Sheet to arrange for their visit or to obtain additional information on the pre-proposal conference.  Consultants should ensure that these officials are advised of the visit in adequate time to allow them to make appropriate arrangements.

1.5	The Employer will provide the inputs specified in the Data Sheet, assist the Consultant in obtaining licenses and permits needed to carry out the services, and make available relevant project data and reports.

1.6	Please note that (i) the costs of preparing the proposal and of negotiating the contract, including a visit to the Employer, are not reimbursable as a direct cost of the assignment; and (ii) the Employer is not bound to accept any of the proposals submitted.

1.7	Consultants are required to provide professional, objective, and impartial advice and at all times hold the Employer’s interests paramount, without any consideration for future work, and strictly avoid conflicts with other assignments or their own corporate interests. Consultants shall not be hired for any assignment that would be in conflict with their prior or current obligations to other Employers, or that may place them in a position of not being able to carry out the assignment in the best interest of the Employer. 

1.7.1	Without limitation on the generality of this rule, Consultants shall not be hired under the circumstances set forth below:

(a) 	A Consultant who has been engaged by the Employer to provide goods or works for a project, and any of their affiliates, shall be disqualified from providing consulting services for the same project. Conversely, a person hired to provide consulting services for the preparation or implementation of a project, and any of their affiliates, shall be disqualified from subsequently providing goods or works or services related to the initial assignment (other than a continuation of the Consultant’s earlier consulting services) for the same project. 

(b) 	Consultants or any of their affiliates shall not be hired for any assignment which, by its nature, may be in conflict with another assignment of the Consultants.   

1.7.2	As pointed out in para. 1.7.1 (a) above, Consultants may be hired for downstream work, when continuity is essential, in which case this possibility shall be indicated in the Data Sheet and the factors used for the selection of the Consultant should take the likelihood of continuation into account.  It will be the exclusive decision of the Employer whether or not to have the downstream assignment carried out, and if it is carried out, which Consultant will be hired for the purpose.

1.7.3	Any previous or ongoing participation in relation to the assignment by the Consultants, its professional staff, or its affiliates or associates under a contract with any Procurement Entity of the Republic of Ghana may result in rejection of the proposal.  Consultants should clarify their situation in that respect with the Employer before preparing the proposal.

1.8	It is the policy of the Government of the Republic of Ghana to require that Procurement Entities as well as Consultants under contracts, financed partially or wholly from the public funds of the Republic of Ghana observe the highest standard of ethics during the selection and execution of such contracts.  In pursuance of this policy, the Public Procurement Board:

(a) 	defines, for the purposes of this provision, the terms set forth below as follows:

(i)	“corrupt practice” means the offering, giving, receiving, or soliciting of anything of value to influence the action of a public official in the selection process or in contract execution; and

(ii)	“fraudulent practice” means a misrepresentation of facts in order to influence a selection process or the execution of a contract to the detriment of the Employer, and includes collusive practices among Consultants (prior to or after submission of proposals) designed to establish prices at artificial, noncompetitive levels and to deprive the Employer of the benefits of free and open competition.

(b)	acting by the appropriate Tender Review Board or Tender Committee will reject a proposal for award if it determines that the Consultant recommended for award has engaged in corrupt or fraudulent activities in competing for the contract in question;

(c)	will declare a Consultant ineligible, either indefinitely or for a stated period of time, to be awarded a contract financed from the public funds of the Republic of Ghana if it at any time determines that the Consultant has engaged in corrupt or fraudulent practices in competing for, or in executing, a contract financed from the public funds of the Republic of Ghana; and

(d)	will have the right to require that, in contracts financed from the public funds of Ghana, a provision be included requiring Consultants to permit the Public Procurement Board to inspect their accounts and records relating to the performance of the contract and to have them audited by auditors appointed by the Public Procurement Board.

1.9	Consultants shall not be under a declaration of ineligibility for corrupt and fraudulent practices issued by the Public Procurement Board in accordance with the above sub para. 1.8 (c).

1.10	Consultants shall furnish information as described in the Financial Proposal Submission Form (Section 4A) on commissions and gratuities, if any, paid or to be paid to agents relating to this proposal, and to execute the work if the Consultant is awarded the contract.

1.11	Consultants shall be aware of the provisions on fraud and corruption stated in the Contract under the clauses indicated in the Data Sheet.


	2.	Clarification and Amendment of  RFP Documents
	2.1	Consultants may request a clarification of any of the RFP documents up to the number of days indicated in the Data Sheet before the proposal submission date.  Any request for clarification must be sent in writing by mail, cable, telex, facsimile, or electronic mail to the Employer’s address indicated in the Data Sheet.  The Employer will respond by cable, telex, facsimile, or electronic mail to such requests and will send written copies of the response (including an explanation of the query but without identifying the source of inquiry) to all invited Consultants who intend to submit proposals.

2.2	At any time before the submission of proposals, the Employer may, for any reason, whether at its own initiative or in response to a clarification requested by an invited Consultant, amend the RFP.  Any amendment shall be issued in writing through addenda.  Addenda shall be sent by mail, cable, telex, facsimile, or electronic mail to all invited Consultants and will be binding on them.  The Employer may at its discretion extend the deadline for the submission of proposals.


	3.	Preparation of Proposal
	3.1	Consultants are requested to submit a proposal (para. 1.2) written in the language(s) specified in the Data Sheet.


	Technical Proposal
	3.2	In preparing the Technical Proposal, Consultants are expected to examine the documents constituting the RFP in detail.  Material deficiencies in providing the information requested may result in rejection of a proposal.

3.3	While preparing the Technical Proposal, Consultants must give particular attention to the following:

(i)	If a Consultant considers that it does not have all the expertise for the assignment, it may obtain a full range of expertise by associating with individual Consultant(s) and/or other Consultants or entities in a joint venture or sub consultancy, as appropriate. Consultants may associate with the other Consultants invited for this assignment only with approval of the Employer as indicated in the Data Sheet. Consultants must obtain the approval of the Employer to enter into a joint venture with Consultants not invited for this assignment.  Foreign Consultants are encouraged to seek the participation of local Consultants by entering into a joint venture with, or subcontracting part of the assignment to, national Consultants. 

(ii)	For assignments on a staff-time basis, the estimated number of professional staff-months is given in the Data Sheet.  The proposal shall, however, be based on the number of professional staff-months estimated by the Consultant. For fixed-budget-based assignments, the available budget is given in the Data Sheet, and the Financial Proposal shall not exceed this budget.


(iii)	It is desirable that the majority of the key professional staff proposed be permanent employees of the Consultant or have an extended and stable working relationship with it.

(iv)	Proposed professional staff must, at a minimum, have the experience indicated in the Data Sheet, preferably working under conditions similar to those prevailing in the country of the assignment.

(v)	Alternative professional staff shall not be proposed, and only one curriculum vitae (CV) may be submitted for each position.

(vi)	Reports to be issued by the Consultants as part of this assignment must be in the language(s) specified in the Data Sheet.  It is desirable that the Consultant’s personnel have a working knowledge of the Employer’s national language.

3.4	The Technical Proposal shall provide the following information using the attached Standard Forms (Section 3):

(i)	A brief description of the Consultant’s organization and an outline of recent experience on assignments (Section 3B) of a similar nature.  For each assignment, the outline should indicate, inter alia, the profiles of the staff proposed, duration of the assignment, contract amount, and Consultant’s involvement.

(ii)	Any comments or suggestions on the Terms of Reference and on the data, a list of services, and facilities to be provided by the Employer (Section 3C).

(iii)	A description of the methodology and work plan for performing the assignment (Section 3D).

(iv)	The list of the proposed staff team by specialty, the tasks that would be assigned to each staff team member, and their timing (Section 3E).

(v)	CVs recently signed by the proposed professional staff and the authorized representative submitting the proposal (Section 3F).  Key information should include number of years spent working for the Consultant and degree of responsibility held in various assignments during the last ten (10) years.

(vi)	Estimates of the total staff input (professional and support staff; staff time) needed to carry out the assignment, supported by bar chart diagrams showing the time proposed for each professional staff team member (Sections 3E and 3G).

(vii)	A detailed description of the proposed methodology, staffing, and monitoring of training, if the Data Sheet specifies training as a major component of the assignment.

(viii)	Any additional information requested in the Data Sheet.

3.5	The Technical Proposal shall not include any financial information.


	Financial Proposal
	3.6	In preparing the Financial Proposal, Consultants are expected to take into account the requirements and conditions outlined in the RFP documents.  The Financial Proposal should follow Standard Forms (Section 4).  It lists all costs associated with the assignment, including (a) remuneration for staff (foreign and local, in the field and at headquarters), and (b) reimbursable expenses such as subsistence (per diem, housing), transportation (international and local, for mobilization and demobilization), services and equipment (vehicles, office equipment, furniture, and supplies), office rent, insurance, printing of documents, surveys, and training, if it is a major component of the assignment.  If appropriate, these costs should be broken down by activity and, if appropriate, into foreign and local expenditures.

3.7	The Financial Proposal should clearly estimate, as a separate amount, the Ghanaian taxes (including social security), duties, fees, levies, and other charges imposed under the applicable law, on the Consultants, the subconsultants, and their personnel unless the Data Sheet specifies otherwise.

3.8	The Consultants may not use more than three foreign currencies.  The Employer may require Consultants to state the portion of their price representing local cost in the national currency if so indicated in the Data Sheet.  

3.9	Commissions and gratuities, if any, paid or to be paid by Consultants and related to the assignment will be listed in the Financial Proposal submission form (Section 4A).
3.10	The Data Sheet indicates how long the proposals must remain valid after the submission date.  During this period, the Consultant is expected to keep available the professional staff proposed for the assignment or a replacement of such staff subject to clause 6.4.  The Employer will make its best effort to complete negotiations within this period.  If the Employer wishes to extend the validity period of the proposals, the Consultants who do not agree have the right not to extend the validity of their proposals. 


	4.	Submission, Receipt, and Opening of Proposals
	4.1	The original proposal (Technical Proposal and, if required, Financial Proposal; see para. 1.2) shall be prepared in indelible ink.  It shall contain no interlineation or overwriting, except as necessary to correct errors made by the Consultant itself.  Any such corrections must be initialed by the persons or person who sign(s) the proposals.

4.2	An authorized representative of the Consultant initials all pages of the proposal.  The representative’s authorization is confirmed by a written power of attorney accompanying the proposal.

4.3	For each proposal, the Consultants shall prepare the number of copies indicated in the Data Sheet.  Each Technical Proposal and Financial Proposal shall be marked “ORIGINAL” or “COPY” as appropriate.  If there are any discrepancies between the original and the copies of the proposal, the original governs.

4.4	The original and all copies of the Technical Proposal shall be placed in a sealed envelope clearly marked “Technical Proposal,” and the original and all copies of the Financial Proposal in a sealed envelope clearly marked “FINANCIAL PROPOSAL” and warning: “DO NOT OPEN WITH THE TECHNICAL PROPOSAL.”  Both envelopes shall be placed into an outer envelope and sealed.  This outer envelope shall bear the submission address and other information indicated in the Data Sheet and be clearly marked, “DO NOT OPEN, EXCEPT IN PRESENCE OF THE EVALUATION COMMITTEE.”

4.5	The completed Technical and Financial Proposals must be delivered at the submission address on or before the time and date stated in the Data Sheet.  Any proposal received after the closing time for submission of proposals shall be returned unopened.

4.6	After the deadline for submission of proposals, the Technical Proposal shall be opened immediately by the Evaluation Committee.  The Financial Proposal shall remain sealed until all submitted proposals are opened publicly.


	5.	Proposal Evaluation

	

	General
	5.1	From the time the bids are opened to the time the contract is awarded, if any Consultant wishes to contact the Employer on any matter related to its proposal, it should do so in writing at the address indicated in the Data Sheet.  Any effort by the Consultant to influence the Employer in the proposal evaluation, proposal comparison or contract award decisions may result in the rejection of the Consultant’s proposal.

5.2	Evaluators of Technical Proposals shall have no access to the Financial Proposals until the technical evaluation, including reviews by the appropriate Tender Review Board is concluded.


	Evaluation of Technical Proposals
	5.3	The evaluation committee, appointed by the Employer as a whole, and each of its members individually, evaluates the proposals on the basis of their responsiveness to the Terms of Reference, applying the evaluation criteria, relevant  subcriteria, and point system specified in the Data Sheet.  Each responsive proposal will be given a technical score (St).  A proposal shall be rejected at this stage if it does not respond to important aspects of the Terms of Reference or if it fails to achieve the minimum technical score indicated in the Data Sheet.

5.4	In the case of Quality-Based Selection, Selection Based on Consultant’s Qualifications, and Single-Source Selection, the highest ranked Consultant or Consultant selected on a Single-Source basis is invited to negotiate its proposal and the contract on the basis of the Technical Proposal and the Financial Proposal submitted in accordance with the instructions given in para. 1.2 and the Data Sheet.


	Public Opening and Evaluation of Financial Proposals: Ranking (QCBS, Fixed-Budget, and Least-Cost Selection Methods Only) 

	5.5	After the evaluation of quality is completed, the Employer shall notify those Consultants whose proposals did not meet the minimum qualifying mark or were considered nonresponsive to the RFP and Terms of Reference, indicating that their Financial Proposals will be returned unopened after completing the selection process. The Employer shall simultaneously notify the Consultants that have secured the minimum qualifying mark, indicating the date and time set for opening the Financial Proposals.  The opening date shall not be sooner than two weeks after the notification date.  The notification may be sent by registered letter, cable, telex, facsimile, or electronic mail.
5.6	The Financial Proposals shall be opened publicly in the presence of the Consultants’ representatives who choose to attend.  The name of the Consultant, the quality scores, and the proposed prices shall be read aloud and recorded when the Financial Proposals are opened. The Employer shall prepare minutes of the public opening. 	
5.7	The evaluation committee will determine whether the Financial Proposals are complete (i.e., whether they have costed all items of the corresponding Technical Proposals; if not, the Employer will cost them and add their cost to the initial price), correct any computational errors, and convert prices in various currencies to the single currency specified in the Data Sheet.  The official selling rates used, provided by the source indicated in the Data Sheet, will be those in effect on the date indicated in the Data Sheet.  The evaluation shall exclude those taxes, duties, fees, levies, and other charges imposed under the applicable law; and to be applied to foreign and non-permanent resident Consultants (and to be paid under the contract, unless the Consultant is exempted), and estimated as per para. 3.7. 


5.8	In case of QCBS, the lowest Financial Proposal (Fm) will be given a financial score (Sf) of 100 points.  The financial scores (Sf) of the other Financial Proposals will be computed as indicated in the Data Sheet.  Proposals will be ranked according to their combined technical (St) and financial (Sf) scores using the weights (T = the weight given to the Technical Proposal; P = the weight given to the Financial Proposal; T + P = 1) indicated in the Data Sheet:  . The Consultant achieving the highest combined technical and financial score will be invited for negotiations.
5.9.	In the case of Fixed-Budget Selection, the Employer will select the Consultant that submitted the highest ranked Technical Proposal within the budget (“evaluated” price).  Proposals that exceed the indicated budget will be rejected.  In the case of the Least-Cost Selection, the Employer will select the lowest proposal (“evaluated” price) among those that passed the minimum technical score. In both cases the Selected Consultant is invited for negotiations.

	6.	Negotiations
	6.1	Negotiations will be held at the address indicated in the Data Sheet.  The aim is to reach agreement on all points and sign a contract.

6.2	Negotiations will include a discussion of the Technical Proposal, the proposed methodology (work plan), staffing and any suggestions made by the Consultant to improve the Terms of Reference.  The Employer and Consultant will then work out final Terms of Reference, staffing, and bar charts indicating activities, staff, periods in the field and in the home office, staff-months, logistics, and reporting.  The agreed work plan and final Terms of Reference will then be incorporated in the “Description of Services” and form part of the contract.  Special attention will be paid to getting the most the Consultant can offer within the available budget and to clearly defining the inputs required from the Employer to ensure satisfactory implementation of the assignment.

6.3	The financial negotiations will include a clarification (if any) of the Consultant’s tax liability in Ghana, and the manner in which it will be reflected in the contract; and will reflect the agreed technical modifications in the cost of the services.  Unless there are exceptional reasons, the financial negotiations will involve neither the remuneration rates for staff (no breakdown of fees) nor other proposed unit rates in the cases of QCBS, Fixed-Budget Selection, and the Least-Cost Selection methods.  For other methods, the Employer will provide Consultants with the information on remuneration rates described in the Appendix to this information.

6.4	Having selected the Consultant on the basis of, among other things, an evaluation of proposed key professional staff, the Employer expects to negotiate a contract on the basis of the experts named in the proposal.  Before contract negotiations, the Employer will require assurances that the experts will be actually available. The Employer will not consider replacement during contract negotiations unless both parties agree that undue delay in the selection process makes such replacement unavoidable or that such changes are critical to meet the objectives of the assignment.  If this is not the case and if it is established that key staff were offered in the proposal without confirming their availability, the Consultant may be disqualified.

6.5	The negotiations will conclude with a review of the draft form of the contract.  To complete negotiations the Employer and the Consultant will initial the agreed contract.  If negotiations fail, the Employer will invite the Consultant whose proposal received the second highest score to negotiate a Contract.


	7.	Award of Contract
	7.1	The contract will be awarded following negotiations.  After negotiations are completed, the Employer will promptly notify other Consultants on the shortlist that they were unsuccessful and return the unopened Financial Proposals of those Consultants who did not pass the technical evaluation (para. 5.3).

7.2	The Consultant is expected to commence the assignment on the date and at the location specified in the Data Sheet.


	8.	Confidentiality
	8.1	Information relating to evaluation of proposals and recommendations concerning awards shall not be disclosed to the Consultants who submitted the proposals or to other persons not officially concerned with the process, until the winning Consultant has been notified that it has been awarded the contract.






































DATA SHEET

	Clause Reference

	

	1.1
	The name of the Employer is: GHANA REINSURANCE PLC

The method of selection is: QUALITY AND COST BASED

The Applicable Law is: GHANAIAN LAW
 

	1.2



	Technical and Financial Proposals are requested: YES
 

	1.3
	The assignment is phased:  NO


	1.4
	A pre-proposal conference will be held:  NO


	1.5
	The Employer will provide the following inputs:

Ghana Re will provide the cybersecurity team access to all relevant stakeholders, existing policy documents, necessary IT infrastructure information and support for scheduling interviews and assessments for carrying out their work within the stipulated timelines. 



	1.7.2
	The Employer envisages the need for continuity for downstream work: NO


	1.11
	The clauses on fraud and corruption in the Contract are: SEE INFORMATION TO CONSULTANTS 


	2.1
	Clarifications may be requested: 24 HOURS before the submission date.

The address for requesting clarifications is:

GHANA REINSURANCE PLC
[bookmark: _Hlk219190242]NO. 6 CEDI DRIVE,
AMBASSADORIAL ENCLAVE,
RIDGE, ACCRA.
P. O. BOX AN 7509
ACCRA NORTH
TEL.: 0302 633733
EMAIL: info@ghanare.com


	3.1
	Proposals should be submitted in the following language(s):  ENGLISH


	3.3
	(i)	Shortlisted Consultants/firms may associate with other shortlisted Consultant: NO
	
 (ii)	The estimated number of professional staff-months required for the assignment is: NA



	3.4
	NA



	3.7

	NA

	3.8
	Consultants to state local cost in Ghanaian Cedi: YES


	3.10

	Proposals must remain valid 90 DAYS after the submission date.

	
4.3
	CoConsultants must submit an original proposal/tender via GHANEPS online. A hardcopy proposal sealed in an envelope should be submitted by the deadline for submission. However, proposals submitted online shall prevail where there is a discrepancy between the online and hardcopy proposal/tender/documents.



	4.4
	The proposal submission address is: Online via GHANEPS
Tenders/Proposals should be addressed as follows:
THE MANAGING DIRECTOR
GHANA REINSURANCE PLC
NO. 6 CEDI DRIVE,
AMBASSADORIAL ENCLAVE,
RIDGE, ACCRA.
P. O. BOX AN 7509
ACCRA NORTH
TEL.: 0302 633733
EMAIL: info@ghanare.com



	4.5
	Proposals must be submitted not later than the following date and time: 
March 5, 2026 by 10:00 a.m.

	5.1



	The address to send information to the Employer is:

THE MANAGING DIRECTOR
GHANA REINSURANCE PLC
NO. 6 CEDI DRIVE,
AMBASSADORIAL ENCLAVE,
RIDGE, ACCRA.
P. O. BOX AN 7509
ACCRA NORTH
TEL.: 0302 633733
EMAIL: info@ghanare.com


	5.3
	The number of points to be given under each of the evaluation criteria are: 

SEE APPENDIX 1


	

		

The minimum technical score required to pass: 70


	5.7
	The single currency for price conversions is: NA

The source of official selling rates is: NA

The date of exchange rates is: NA

The formula for determining the financial scores is the following:
[Either Sf = 100 x Fm/F, in which Sf is the financial score, Fm is the lowest price and F the price of the proposal under consideration, or another proportional linear formula]


	5.8
	The weights given to the Technical and Financial Proposals are:
TECHNICAL = 80, and
FINANCIAL = 20


	6.1

	The address for negotiations is:

GHANA REINSURANCE PLC
NO. 6 CEDI DRIVE,
AMBASSADORIAL ENCLAVE,
RIDGE, ACCRA.
P. O. BOX AN 7509
ACCRA NORTH
TEL.: 0302 633733
EMAIL: info@ghanare.com


	7.2
	The assignment is expected to commence on: To be determined during negotiations or before contract award.
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APPENDIX
TO
INFORMATION TO CONSULTANTS

Financial Negotiations[footnoteRef:1] [1: 	Used under Quality-Based Selection, Selection Based on Qualifications, and Single-Source Selection.] 

Breakdown of Remuneration Rates
1.  Review of Remuneration Rates

1.1	The remuneration rates for staff are made up of salary, social costs, overheads, fee that is  profit, and any premium or allowance paid for assignments away from headquarters. To assist the Consultant in preparing financial negotiations, a sample form giving a breakdown of rates is attached (no financial information should be included in the Technical Proposal).  Agreed breakdown sheets shall form part of the negotiated contract.

1.2	The Employer is charged with the custody of government funds and is expected to exercise prudence in the expenditure of these funds. The Employer is, therefore, concerned with the reasonableness of the Consultant’s Financial Proposal, and, during negotiations, it expects to be able to review audited financial statements backing up the Consultant’s remuneration rates, certified by an independent auditor.  The Consultant shall be prepared to disclose such audited financial statements for the last three years, to substantiate its rates, and accept that its proposed rates and other financial matters are subject to scrutiny.  Rate details are discussed below.

	(i)	Salary

	This is the gross regular cash salary paid to the individual in the Consultant’s home office.  It shall not contain any premium for work away from headquarters or bonus (except where these are included by law or government regulations).

	(ii)	Bonus

	Bonuses are normally paid out of profits.  Because the Employer does not wish to make double payments for the same item, staff bonuses shall not normally be included in the rates.  Where the Consultant’s accounting system is such that the percentages of social costs and overheads are based on total revenue, including bonuses, those percentages shall be adjusted downward accordingly.  Where national policy requires that 13 months’ pay be given for 12 months’ work, the profit element need not be adjusted downward.  Any discussions on bonuses shall be supported by audited documentation, which shall be treated as confidential.

	(iii)	Social Costs

	Social costs are the costs to the Consultant of staff’s non-monetary benefits.  These items include, inter alia, pension, medical and life insurance costs, and the cost of a staff member being sick or on vacation.  In this regard, the cost of leave for public holidays is not an acceptable social cost nor is the cost of leave taken during an assignment if no additional staff replacement has been provided.  Additional leave taken at the end of an assignment in accordance with the Consultant’s leave policy is acceptable as a social cost.

	(iv)	Cost of Leave

	The principles of calculating the cost of total days leave per annum as a percentage of basic salary shall normally be as follows:


		Leave cost as percentage of salary[footnoteRef:2] = 	 [2:  	Where w = weekends, ph = public holidays, v = vacation, and s = sick leave.] 


	It is important to note that leave can be considered a social cost only if the Employer is not charged for the leave taken.

	(v)	Overheads

	Overhead expenses are the Consultant’s business costs that are not directly related to the execution of the assignment and shall not be reimbursed as separate items under the contract.  Typical items are home office costs (partner’s time, nonbillable time, time of senior staff monitoring the project, rent, support staff, research, staff training, marketing, etc.), the cost of staff not currently employed on revenue-earning projects, and business promotion costs.  During negotiations, audited financial statements, certified as correct by an independent auditor and supporting the last three years’ overheads, shall be available for discussion, together with detailed lists of items making up the overheads and the percentage by which each relates to basic salary.  The Employer does not accept an add-on margin for social charges, overhead expenses, etc., for staff who are not permanent employees of the Consultant.  In such case, the Consultant shall be entitled only to administrative costs and fee on the monthly payments charged for subcontracted staff.

	(vi)	Fee or Profit

	The fee or profit shall be based on the sum of the salary, social costs, and overheads.  If any bonuses paid on a regular basis are listed, a corresponding reduction in the profit element shall be expected.  Fee or profit shall not be allowed on travel or other reimbursable expenses, unless in the latter case an unusually large amount of procurement of equipment is required. The Consultant shall note that payments shall be made against an agreed estimated payment schedule as described in the draft form of the contract.

	(vii)	Away from Headquarters Allowance or Premium

	Some Consultants pay allowances to staff working away from headquarters.  Such allowances are calculated as a percentage of salary and shall not draw overheads or profit.  Sometimes, by law, such allowances may draw social costs.  In this case, the amount of this social cost shall still be shown under social costs, with the net allowance shown separately.  For concerned staff, this allowance, where paid, shall cover home education, etc.; these and similar items shall not be considered as reimbursable costs.

	(viii)	Subsistence Allowances

	Subsistence allowances are not included in the rates, but are paid separately and in local currency.  No additional subsistence is payable for dependentsthe subsistence rate shall be the same for married and single team members.

	United Nations Development Programme (UNDP) standard rates for the particular country may be used as reference to determine subsistence allowances. 

2.	Reimbursables

2.1	The financial negotiations shall further focus on such items as out-of-pocket expenses and other reimbursables.  These costs may include, but are not restricted to, cost of surveys, equipment, office rent, supplies, international and local travel, computer rental, mobilization and demobilization, insurance, and printing.  These costs may be either fixed or reimbursable in foreign or local currency.

3.	Bank Guarantee

3.1	Payments to the Consultant, including payment of any advance based on cash flow projections covered by a bank guarantee, shall be made according to an agreed estimated schedule ensuring the Consultant regular payments in local and foreign currency, as long as the services proceed as planned.
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Section 3.  Technical Proposal - Forms

3A.	Technical Proposal Submission Form.

3B.	Comments and Suggestions of Consultants on the Terms of Reference and on Data, Services, and Facilities to be provided by the Employer.

3C. 	Team Composition and Task Assignment (Organization & Staffing)

3D.	Description of the Methodology and Work Plan for Performing the Assignment.

3E.	Time Schedule and Programme of Works.



[bookmark: _Toc55098387]
3A.  TECHNICAL PROPOSAL SUBMISSION FORM

[Location, Date]

To: ____________________________
[Name of Employer]
     ______________________________
	[Address of Employer]

Dear Sir/Madam,

Title: _________________________________________________________________

	We, the undersigned, offer to provide the consulting services for ______________-____________________________________________ [Title of consulting services] in accordance with your Request for Proposal dated [Date] and our Proposal.  We are hereby submitting our Proposal, which includes this Technical Proposal, and a Financial[footnoteRef:3] Proposal sealed under a separate envelope. [3: 	In Quality-Based Selection, the proposal may include only a Technical Proposal.  If this is the case, delete “and a Financial Proposal sealed under a separate envelope.”] 


	If negotiations are held during the period of validity of the Proposal, i.e., before [Date] we undertake to negotiate on the basis of the proposed staff.  Our Proposal is binding upon us and subject to the modifications resulting from Contract negotiations.

	We understand you are not bound to accept any Proposal you receive.

	We remain,

Yours faithfully,

_______________________________
Authorized Signature:
_______________________________
Name and Title of Signatory:
_______________________________
Name of Consultant:
________________________________
Address:






3B.  COMMENTS AND SUGGESTIONS OF CONSULTANTS ON THE TERMS OF REFERENCE AND ON DATA, SERVICES, AND FACILITIES TO BE PROVIDED BY THE EMPLOYER



On the Terms of Reference:


1.

2.

3.

4.

5.




On the data, services, and facilities to be provided by the Employer:


1.

2.

3.

4.

5.





3C. TEAM COMPOSITION AND TASK ASSIGNMENT












































3D. DESCRIPTION OF THE  METHODOLOGY AND WORK PLAN FOR PERFORMING THE ASSIGNMENT












































3E. TIME SCHEDULING AND PROGRAMME OF WORKS













































[bookmark: _Toc55098392]Section 4.  Financial Proposal - Standard Forms

4A.	Financial Proposal Submission Form.

4B.	Consultancy Fee Schedule.







































[bookmark: _Toc55098393]4A.  FINANCIAL PROPOSAL SUBMISSION FORM

[Location, Date]

To:	[Name and address of Employer]

Dear Sir/Madam,

Title: __________________________________________________________________

	We, the undersigned, offer to provide the consulting services for [Title of consulting services] in accordance with your Request for Proposal dated [Date] and our Proposal (Technical and Financial Proposals).  Our attached Financial Proposal is for the sum of [Amount in words and figures].  This amount is inclusive of the local taxes.

	Our Financial Proposal shall be binding upon us subject to the modifications resulting from Contract negotiations, up to expiration of the validity period of the Proposal, i.e., [Date].

	Commissions and gratuities, if any, paid or to be paid by us to agents relating to this Proposal and Contract execution, if we are awarded the Contract, are listed below:

	Name and Address 
of Agents
	Amount and 
Currency
	Purpose of Commission
or Gratuity

	___________________
	_________________
	__________________

	___________________
	_________________
	__________________

	___________________
	_________________
	__________________

	
	
	


	We understand you are not bound to accept any Proposal you receive.

	We remain,

Yours faithfully,

_______________________________
Authorized Signature:
________________________________
Name and Title of Signatory:
________________________________
Name of Consultancy:
_________________________________
Address:




[bookmark: _Toc55098394]4B.  CONSULTANCY FEE SCHEDULE (SUMMARY OF COSTS)

	Costs
	Currency(ies)
	Amount(s)

	

Subtotal

Local Taxes


Total Amount of Financial Proposal

	
	






______________________
































[bookmark: _Hlk166665778]Section 5.  Terms of Reference
1.0 	Background

Ghana Reinsurance PLC (Ghana Re) is a wholly state-owned leading reinsurance company with regional branch offices in Cameroon & Morocco. It also has a subsidiary in Kenya.
Ghana Re’s core functions include the following:
a.	Reinsurance of any class of business including life insurance business, both within and outside Ghana. 
b.	Accept on reinsurance any part of any undertaking by any other insurer being risks that the company has power to reinsure against and to retrocede any part of such risk.
c.	Contribute towards the growth and development of clients’ expertise in insurance and related fields.

Ghana Reinsurance PLC seeks to enhance its cybersecurity posture across its Head Office in Ghana, two branch offices in Cameroon and Morocco, and its subsidiary in Kenya. The assignment aims to ensure compliance with international standards, regulatory requirements, and best practices for cybersecurity governance, risk management, and resilience.

2.0 	The objectives of the Cybersecurity Strategy shall include:

a.	Develop a comprehensive Cybersecurity Strategy aligned with ISO/IEC 27001, NIST CSF, CIS Controls, and regulatory standards (Cyber Security Authority, National Insurance Commission).
b.	Conduct internal and external vulnerability assessments and penetration testing to identify and prioritize risks.
c.	Provide a Cybersecurity Implementation Roadmap with actionable steps for short, medium, and long-term execution.
d.	Recommend governance structures, security architecture, and policy frameworks.
e.	Ensure compliance with Ghana Data Protection Act, GDPR, and other applicable regulations.
f.	Implement recommendations in line with the strategy and roadmap.

3.0 	The Scope of the assignment includes but not limited to – 

a.	Review existing IT infrastructure, policies, and controls.
b.	Conduct interviews with key stakeholders (IT, Risk, Legal, Management, etc…).
c.	Perform vulnerability assessments and penetration tests on internal and external systems.
d.	Draft and validate a cybersecurity strategy document.
e.	Recommend governance structures, security architecture, and policy frameworks.
f.	Develop a roadmap for implementation.
g.	Present findings and recommendations to Management and the Board.
h.	Provide detailed specifications and costs for any required hardware and software as part of the implementation roadmap to ensure alignment with the proposed cybersecurity strategy.
i.	Institute the strategy through implementation of recommendations.

4.0 	Resources or Data to be provided by Employer will include:

Ghana Re will provide the cybersecurity team access to all relevant stakeholders, existing policy documents, necessary IT infrastructure information and support for scheduling interviews and assessments for carrying out their work within the stipulated timelines. 

5.0	Review of Governance and Regulatory Frameworks

a.	Evaluate compliance with: 
i.	Ghana Data Protection Act.
iv. GDPR and other international data privacy laws.
v. ISO/IEC 27001, NIST CSF, CIS Controls.
b. 	Assess alignment with enterprise risk management and business continuity plans.

6.0 	Methodology

Tenderers must describe:

a.	Approach to cybersecurity strategy development.
b.	Assessment tools and techniques.
c.	Frameworks and standards referenced (NIST CSF, ISO 27001, OWASP).
e.	Risk rating model for vulnerabilities.
f.	Data confidentiality and protection practices.
g.	Stakeholder engagement strategy.

7.0 	Draft the Cybersecurity Strategy

The strategy must include:

a.	Threat landscape and risk profile.
b.	Strategic objectives and guiding principles.
c.	Governance structure (roles, responsibilities, escalation paths).
d.	Recommended technologies and security architecture.
e.	Outline hardware and software requirements, including specifications for technologies necessary to implement the recommended security architecture and associated costs.
f.	Incident response and disaster recovery alignment.
g.	Policy framework recommendations (acceptable use, access control).
h.	Implementation roadmap with cost estimates and timelines.

8.0 	Cybersecurity Duration

The cybersecurity assignment shall be completed within 24 weeks from the date of award of contract or commencement of the assignment. Interim reports will be required from time to time on the deliverables.

9.0 	Expected Deliverables

a.	Inception Report: Methodology, work plan, timelines.
b.	Cybersecurity Strategy Document: Strategy, roadmap, policies, SOPs.
c.	Vulnerability & Penetration Test Report: Technical and executive summary.
d.	Remediation Plan: Prioritized actions with timelines.
e.	Hardware and software specification and costs recommendations as part of the implementation roadmap.
f.	Final Presentation & Handover: Comprehensive briefing and documentation.

10.0	Geographic Coverage

The assignment covers:

a.	Head Office in Ghana.
b.	Two branch offices in Cameroon and Morocco (reporting to Head Office in
   	Ghana).
c.	Subsidiary in Kenya.

11.0 	Validation and Finalization

a.	Present draft strategy to Management and Board.
b.	Incorporate feedback and finalize the strategy.
c.	Deliver a comprehensive report and roadmap.

12.0 	Confidentiality and Ethics
a.	Consultants must carry out their work with integrity and comply with all applicable laws, rules, regulations and professional standards governing their practice.
b.	All information obtained during the assignment is confidential and cannot be disclosed to any third party without the express consent of Ghana Reinsurance PLC, unless such disclosure is required by the laws of Ghana.
c.	NDAs will be signed before commencement.
d.	Data must not be stored or processed outside Ghana Re’s jurisdiction without prior approval.

13.0 	Additional Best Practice Elements

a.	Training & Awareness: Recommendations for staff cybersecurity training.
b.	Performance Metrics: KPIs for measuring cybersecurity maturity.
c.	Post-Engagement Support: Advisory support for 3–6 months post-delivery.
d.	Quality Assurance: Internal QA and client validation of deliverables.
e.	Ethical Hacking Standards: Penetration testing aligned with OWASP and PTES (licensed vulnerability assessment and penetration testing tools ONLY).
f.	Reporting Format: Executive summary, technical details, actionable recommendations.
g.	Executive (High Level) report to Senior Management and the Board in relation to the Business.


Section 6. Draft Forms of Contract (a detailed contract will be drafted and executed by the Parties)

FORM OF CONTRACT


THIS AGREEMENT made the …………………….. day of ………………………….………..., 2026

BETWEEN 

GHANA REINSURANCE PLC, NO. 6 CEDI DRIVE, AMBASSADORIAL ENCLAVE, RIDGE, ACCRA OF P. O. BOX AN 7509, ACCRA NORTH (hereinafter called “the Employer”) of the one part 

AND 

…………………………………………..…………………………………………………………… (hereinafter called “the Consultant”) of the other part.

WHEREAS the Employer invited tenders/proposals for certain services namely: CONSULTANCY SERVICES FOR CYBERSECURITY STRATEGY DEVELOPMENT, VULNERABILITY ASSESSMENT, PENETRATION TESTING, AND IMPLEMENTATION ROADMAP FOR GHANA RE 

and has accepted a tender/proposal by the Consultant for the said services at the total consultancy fee charge of …………………………………………………… (hereinafter called “the contract price”).

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1.	In this Agreement words and expressions shall have the same meanings as are
 	respectively assigned to them in the Conditions of Contract referred to.

2.	The following documents shall be deemed to form and be read and construed as part of this Agreement, viz.:

a. Tender Form and the Consultancy Fee Schedule submitted by the Consultant;
b. The Terms of Reference/Schedule of Requirements;
c. The Tender (Technical & Financial Proposals) submitted by Consultant;
d. The Scope of Works
e. The Conditions of Contract; and
f. The Employer’s Notification of Award.


3.	In Consideration of the payments to be made by the Employer to the Consultant as hereinafter mentioned, the Consultant hereby covenants with the Employer to provide services and the remedying of defects therein, for the Contract Price in accordance with the fee chargeable or such other sum as may become payable under the provisions of the contract at the times and in the manner prescribed by the Contracts.

4.	The Employer hereby covenants to pay the Consultant in consideration of the provision of services and the remedying of defects therein, the Contract Price in accordance with the fee chargeable or such other sum as may become payable under the provisions of the contract at the times and in the manner prescribed by the Contract.

IN WITNESS whereof the parties hereto have caused this Agreement to be executed in accordance with the Laws of the Republic of Ghana the day and year first above written.


	On behalf of the Employer
	On behalf of the Consultant

	
	

	Name:	
	Name:	

	
	

	Designation:
	Designation:

	
	

	Sign:
	Sign:

	
	

	Seal:
	Seal:



 Date:						 Date:


Witnessed by:

	Name:	
	Name:	

	
	

	Designation:
	Designation:

	
	

	Sign:
	Sign:

	
	

	Seal:
	Seal:



 Date:						 Date:






APPENDIX 1								                   
EVALUATION CRITERIA – Quality and Cost- Based Selection
TECHNICAL EVALUATION
CONSULTANCY SERVICES FOR CYBERSECURITY STRATEGY DEVELOPMENT, VULNERABILITY ASSESSMENT, PENETRATION TESTING, AND IMPLEMENTATION ROADMAP FOR GHANA RE

	

	

	Criteria
	Maximum 
Score

	
1. General Background of Firm
	

	· Establishment – duration, professional licensing, registration, etc…
	5

	2. General and Relevant Experience of Firm – attach copies of ISO certification or other equally relevant certifications will be an added advantage 
Evidence of successful execution of similar assignments (attach at least three relevant testimonials with emails and telephone numbers of contact persons) – SEE APPENDIX 2
	20

	3. Qualification and Experience of Key Staff – ATTACH CVs
	

	i) Principal/Team Leader (min 7 years relevant experience)
	

	· General educational and relevant professional qualifications such as: CISSP, CISM, CEH, OSCP, ISO/IEC 27001 or other equally relevant certifications. Attach copies of relevant certificate of qualification.
	10

	· Previous assignments executed as key staff 
	20

	ii) Other Key Staff (min 5 years relevant experience)
	

	· General educational and relevant professional qualifications such as: CISSP, CISM, CEH, OSCP, ISO/IEC 27001 or other equally relevant certifications. Attach copies of relevant certificate of qualification.
	5

	· Previous assignments involved in as key staff
	5

	
4. Adequacy of Proposed Work Plan and Methodology in Responding to the Terms of Reference
	

	
· Approach to Assignment
	       20

	
· Organization and Staffing
	5

	
· Time Scheduling/Programme of Assignment
	5

	
· Comments/Suggestions on Terms of Reference
	5

	Total
	      100



FINANCIAL EVALUATION
The lowest priced proposal (after allowing for any due adjustments for omissions and/or computational errors) shall be awarded 100 points and the other proposals receive points based on dividing the lowest priced proposal by their prices and multiplying by 100.
The evaluation of the Technical Proposal and the Financial Proposal will carry a weight of 80% and 20%, respectively. Only firms that obtain the minimum technical score of 70 would be considered for financial evaluation.












[bookmark: _Toc55122393]Tender Security Form

Date:

To [name and address of Purchaser]

Whereas [name of the Tenderer] (hereinafter called “the Tenderer”) has submitted its Tender dated [date of submission of Tender] for the supply of [name and/or description of the goods and services]
(hereinafter called “the Tender”).

KNOW ALL PEOPLE by these presents that We [name of bank/insurance/bonding institutions] of [name of country], having 
our registered office at [address of bank] (hereinafter called “the Bank/insurance company/bonding company”), are bound unto [name 
of Purchaser] The Government of Ghana (hereinafter called “the Purchaser”) in the 
sum of [amount] for which payment well and truly to be made to the said Purchaser, the Bank/Insurance Company/Bonding Company 
binds itself, its successors, and assigns by these presents. Sealed with the Common Seal of 
the said Bank/Insurance Company/Bonding Company this _____ day of _________[mm] 20____.

THE CONDITIONS of this obligation are:

1.      If the Tenderer

(a)   withdraws its Tender during the period of Tender validity specified by the Tenderer on the Tender 
Form; or 

(b) does not accept the correction of errors in accordance with the Instructions to  Tenderers;
  


2. 	If the Tenderer, having been notified of the acceptance of its Tender by the Purchaser during the 
period of Tender validity:

(a) fails or refuses to execute the Form of Agreement in accordance with the  Instructions to Tenderers, if required; or 
 

 
(b)   fails or refuses to furnish the performance security, in accordance
        with the Instructions to Tenderers;
 
We undertake to pay to the Purchaser up to the above amount upon receipt of its first written 
demand, without the Purchaser having to substantiate its demand, provided that in its demand 
the Purchaser will note that the amount claimed by him is due to him, owing to the occurrence of 
any of the two conditions, specifying the occurred condition or conditions.  


This guarantee will remain in force up to and including twenty eight (28) days after the period of 
Tender validity or as it may be extended by the Purchaser, notice of which extension(s) to the Bank/Insurance Company/Bonding Company 
is hereby waived.

And any demand in respect thereof should reach the Bank/Insurance Company/Bonding Company not later than the above date.


____________________________________________________
[signature of the bank/insurance company/bonding company]


Seal of the issuing Bank/Insurance Company/Bonding Company:

Witness :

Signature:

Name :

Address :










APPENDIX 2

SIMILAR ASSIGNMENTS UNDERTAKEN WITHIN THE LAST FIVE YEARS: 
CONSULTANCY SERVICES FOR CYBERSECURITY STRATEGY DEVELOPMENT, VULNERABILITY ASSESSMENT, PENETRATION TESTING, AND IMPLEMENTATION ROADMAP FOR GHANA RE


	Name of Client
	Description of Assignment(s)
	Value (GH¢)
	Date of Award
	
Expected Delivery Date
	Actual Delivery date
	Contact Details (address, email, phone no., etc..)
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